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Here is the first book to focus solely on Cisco network hacking, security auditing,
and defense issues. Using the proven Hacking Exposed methodology, this book
shows you how to locate and patch system vulnerabilities by looking at your
Cisco network through the eyes of a hacker. The book covers device-specific and
network-centered attacks and defenses and offers real-world case studies.
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Editorial Review

From the Back Cover

Implement bulletproof Cisco security the battle-tested Hacking Exposed way

Defend against the sneakiest attacks by looking at your Cisco network and devices through the eyes of the
intruder. Hacking Exposed Cisco Networks shows you, step-by-step, how hackers target exposed systems,
gain access, and pilfer compromised networks. All device-specific and network-centered security issues are
covered alongside real-world examples, in-depth case studies, and detailed countermeasures. It’s all here--
from switch, router, firewall, wireless, and VPN vulnerabilities to Layer 2 man-in-the-middle, VLAN
jumping, BGP, DoS, and DDoS attacks. You’ll prevent tomorrow’s catastrophe by learning how new flaws
in Cisco-centered networks are discovered and abused by cyber-criminals. Plus, you’ll get undocumented
Cisco commands, security evaluation templates, and vital security tools from hackingexposedcisco.com.

Use the tried-and-true Hacking Exposed methodology to find, exploit, and plug security holes in Cisco●

devices and networks
Locate vulnerable Cisco networks using Google and BGP queries, wardialing, fuzzing, host fingerprinting,●

and portscanning
Abuse Cisco failover protocols, punch holes in firewalls, and break into VPN tunnels●

Use blackbox testing to uncover data input validation errors, hidden backdoors, HTTP, and SNMP●

vulnerabilities
Gain network access using password and SNMP community guessing, Telnet session hijacking, and●

searching for open TFTP servers
Find out how IOS exploits are written and if a Cisco router can be used as an attack platform●

Block determined DoS and DDoS attacks using Cisco proprietary safeguards, CAR, and NBAR●

Prevent secret keys cracking, sneaky data link attacks, routing protocol exploits, and malicious physical●

access

About the Author

Dr. Andrew A. Vladimirov, CCNP, CCDP, CISSP, CWNA, TIA Linux+, is a co-founder of Arhont Ltd., an
international IT security consultancy.

Konstantin V. Gavrilenko, co-founder of Arhont Ltd., has extensive experience working with Cisco PIX
firewalls and Cisco VPN concentrators.

Janis N. Vizulus is a researcher and programmer specializing in digital forensics and penetration testing.

Andrei A. Mikhailovsky, co-founder of Arhont Ltd., is an expert in network security and penetration testing

Users Review

From reader reviews:



Ana Steadman:

Reading a book to be new life style in this year; every people loves to learn a book. When you study a book
you can get a lot of benefit. When you read guides, you can improve your knowledge, since book has a lot of
information onto it. The information that you will get depend on what kinds of book that you have read. If
you wish to get information about your research, you can read education books, but if you want to entertain
yourself read a fiction books, such us novel, comics, as well as soon. The Hacking Exposed Cisco Networks:
Cisco Security Secrets & Solutions provide you with a new experience in reading through a book.

Richard Broderick:

You may spend your free time you just read this book this guide. This Hacking Exposed Cisco Networks:
Cisco Security Secrets & Solutions is simple to develop you can read it in the area, in the beach, train and
also soon. If you did not get much space to bring the actual printed book, you can buy the particular e-book.
It is make you better to read it. You can save often the book in your smart phone. Therefore there are a lot of
benefits that you will get when one buys this book.

Jessica Adkins:

Many people spending their time frame by playing outside along with friends, fun activity using family or
just watching TV all day long. You can have new activity to pay your whole day by reading through a book.
Ugh, think reading a book can definitely hard because you have to accept the book everywhere? It fine you
can have the e-book, bringing everywhere you want in your Smartphone. Like Hacking Exposed Cisco
Networks: Cisco Security Secrets & Solutions which is finding the e-book version. So , why not try out this
book? Let's view.

Everette Murray:

Reading a e-book make you to get more knowledge from it. You can take knowledge and information
coming from a book. Book is prepared or printed or highlighted from each source that filled update of news.
In this particular modern era like right now, many ways to get information are available for anyone. From
media social just like newspaper, magazines, science e-book, encyclopedia, reference book, new and comic.
You can add your knowledge by that book. Isn't it time to spend your spare time to open your book? Or just
searching for the Hacking Exposed Cisco Networks: Cisco Security Secrets & Solutions when you necessary
it?
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